In this paper we present a new method of choosing primitive elements for Brezing-Weng families of pairing-friendly elliptic curves with small rho-values, and we improve on previously known best rho-values of families [5, 7] for the embedding degrees = 16, 22, 28, 40 and 46. We consider elements of the form ( + − ) for rational numbers , and a square-free positive integer , where is a primitive -th root of unity. We also investigate the conditions for an element of the proposed form to be suitable for our construction. Our construction uses xed discriminants.
Introduction . Pairing-friendly elliptic curves
Let be a power of a prime number, and be a nite eld with elements. Let be an elliptic curve over . Let be a prime number not dividing which divides the order of ( ). We de ne the embedding degree of to be the least positive integer ≥ 1 such that divides − 1. It is proved in [1] that if ≥ 2, then the group of -torsion points [ ] is contained in ( ). In that case, the group of -th roots of unity lies in , and there exists a non-degenerate bilinear pairing map : 1 × 2 → , where 1 and 2 are suitable cyclic subgroups of [ ]. In general, one assumes that 1 ⊆ ( ). Well-known examples of such pairings are the Tate pairing and the Weil pairing. Various cryptographic protocols based on non-degenerate bilinear pairings have been proposed since the important works of Joux [6] , Sakai, Ohgishi and Kashahara [11] and Boneh and Franklin [2] . Their implementation requires e cient algorithms on elliptic curves with special properties.
Roughly speaking, is a pairing-friendly elliptic curve if is su ciently large and is su ciently small for e cient computation in but is such that the discrete logarithm problem in is infeasible. A more precise de nition of pairing-friendly elliptic curves was suggested by Freeman, Scott and Teske [5] . Since the embedding degree of a supersingular curve belongs to {1, 2, 3, 4, 6} (see [8] ), any supersingular curve having a subgroup of su ciently large prime order is pairing-friendly. Therefore, for embedding degrees larger than 6, we need ordinary pairing-friendly elliptic curves. We can construct an ordinary pairing-friendly elliptic curve of embedding degree over a nite eld such that ( ) contains a subgroup of prime order if and only if we nd integers , , , , and such that (1) is a prime or a power of a prime; (2) is a prime; (3) is relatively prime to ; (4) |( − + 1); (5) Φ ( − 1) ≡ 0 (mod ), where Φ ( ) is the -th cyclotomic polynomial; (6) 4 − 2 = 2 , where ≥ 1 is a square-free integer.
We refer to [5] for a precise explanation on the conditions. Then we use the complex multiplication (CM) method of curve construction introduced by Atkin and Morain [9] to construct the curve . Since the di culty of a construction of increases rapidly with the size in the CM method, in practice should be su ciently small (< 10 12 ). So, it is reasonable to consider as xed. As explained in [1] , a randomly chosen elliptic curve typically has very large embedding degree. So, we x also. Consequently, we can formulate the problem of the construction of pairing-friendly ordinary elliptic curves as follows: Given and , nd integers , , and that satisfy the conditions (1) to (6) . For e ciency of computation, it is preferable that the eld size be as small as possible with respect to the subgroup order . For this reason, we de ne the rho-value of an elliptic curve as = log log . Heuristic asymptotic formulae for the number of pairing-friendly elliptic curves with a bounded rho-value are discussed in [3] .
A parametrized family of pairing-friendly elliptic curves is a system of polynomials with rational coecients ( ), ( ) and ( ) that represent simultaneously integers , and that satisfy the conditions from (1) to (6) for in nitely many integral values of and . If is parametrized as a polynomial of , we call the family a complete family. Otherwise we call it a sparse family. We de ne the rho-value of a family by = deg ( ) deg ( ) . This is justi ed by the fact that when the integer tends to in nity, the rho-value of the curve corresponding to tends to the rho-value of the family. From now on, by rho-value we always mean the rho-value of a family. Since | | ≤ 2 by Hasse's theorem, the rho-value is asymptotically at least one. Our interest in this paper is to nd complete families of pairing-friendly elliptic curves having rho-values as small as possible.
. The Brezing-Weng method
In [4] , Brezing and Weng proposed a general method of constructing complete families using algebraic extensions of ℚ. We recall a mild generalization of the algorithm [7] . Fix an embedding degree and a squarefree positive integer . A primitive -th root of unity is denoted by . In the method (and from now on), we consider only the cases where is prime. Note that the output contains ( ) since the algorithm produces complete families. 
5. If ( ), ( ) and ( ) represent integers and ( ) represents primes then output ( ( ), ( ), ( ), ( )). Otherwise go to Step 1.
We expect that the irreducible polynomial ( ) represents integers with a su ciently large prime factor. The article of Freeman, Scott and Teske [5] proposed various constructions of complete families based on the idea of Brezing and Weng, mostly using 's of the form for a suitable ≥ 1. On the other hand, Kachisa, Schaefer and Scott [7] studied 's of the form + where , , , ∈ ℤ, to construct recordbreaking families of embedding degrees 16, 18, 36 and 40. In this paper, we study 's of the form ( + − ) and use them to improve on the rho-values given in [5, 
Primitive elements of the proposed form
Fix an embedding degree and a square-free positive integer . From now on denotes the eld ℚ( , − ). We consider an element of the form
where and are rational numbers. Our construction requires to be a primitive element of the extension /ℚ. The rest of this section is devoted to the study of the conditions for to be primitive. The following proposition shows the basic idea of nding representations of − and .
Proposition 2.1. Let be as in (1). De ne , ∈ ℚ by
If ̸ = 0, then is a primitive element of the extension /ℚ.
Proof. Assume ̸ = 0. Then we obtain − = − from (2). We also obtain =
from ( Proof. De ne ( , , ) = { ∈ ℤ | ∈ ℚ}. We have | | = |̄ | wherē is the complex conjugate of , so |̄ / | = 1. If ∈ ( , , ), then ∈ ( , − , ) also, and (̄ / ) ∈ {−1, 1} sincē / is a complex number of absolute value 1. Thus̄ / is a 2 -th root of unity contained in the quadratic eld ℚ( − ). (c) We suppose = 3. We write for Before discussing the main theorem, we recall some facts that will be used in the proof. Let = ℚ( , − ). Note that the extension /ℚ is Galois since the extensions ℚ( )/ℚ and ℚ( − )/ℚ are both Galois. Let denote the Galois group of over ℚ and recall that an element ∈ is a primitive element if and only if the only element of which xes is id . De ne group morphisms : → {±1} and : → (ℤ/ ℤ) × by ( − ) = ( ) − and ( ) = ( ) and let :
then is surjective and is therefore an isomorphism, in which case for all ∈ there exists such that ( ) = − ( ) and ( ) = ( ). But if − ∈ ℚ( ), the sign ( ) is no longer independent of ( ). To study the values of ( ) where − ∈ ℚ( ), we need to represent − in terms of . Let be an odd prime which divides . Then / is a primitive -th root of unity, and so is a root of the -th cyclotomic polynomial
from which we obtain
Thus, we can represent the square roots of ± , −1 and 2 in terms of a primitive root of unity depending on the factors of . For a more detailed description about this procedure, we refer to [10] . Proof. Recall that every element of is a mapping of the form → for ∈ (ℤ/ ℤ) × . Since 4| , we have gcd( 2 + 1, ) = 1, so ∈ . Suppose that ∈ xes − . If ( − ) = − , then ( ) = , which means = id . If ( − ) = − − , then we must have ( ) = − = /2+1 = ( ).
Suppose ≡ 3 (mod 4). By the above procedure, we choose such that
Since ≡ 0 (mod 4), each exponent is even, so that − is invariant under . Therefore ( ) = 1. Suppose ≡ 1 (mod 4). We choose such that
The exponent 4 is even if ≡ 0 (mod 8), and is odd if ≡ 4 (mod 8), while the exponent is always even. Therefore ( ) = (−1) /4 . Now suppose ≡ 2 (mod 4), then we should have 8| . We choose such that
for some ℓ ∈ ℤ. The exponent 8 is even if ≡ 0 (mod 16), and is odd if ≡ 8 (mod 16), while the exponent and 4 are always even. Therefore ( ) = (−1)
We can summarize all the results in one formula as ( ) = (−1) ( +1)/8 . Note that
is always an integer since ≡ 0 (mod 8) when is even. We study the conditions for to be a primitive element in each of these cases. . Then = 2 /3+1 , which is primitive since gcd( 3 + 1, ) = 1. When ̸ ≡ 3 (mod 9), we choose such that 2 /3 =
; then is primitive by a similar argument. , which shows that is a primitive element. Next we suppose that 4| . Then we know that contains an element such that ( ) = Theorem 2.4 shows that there are many choices of , , and for which is a primitive element of /ℚ. From now on, we always suppose the parameters chosen in such a way that this is the case.
The construction
For an embedding degree and a square-free positive integer , we de ne = ( , ) to be the least positive divisor of such that ∈ ℚ( − ). Then taking the -th power of the equality = ( + − ) , we obtain
Then is a root of the polynomial 0 ( ) = 2 − 2 + 2 + 2 . The minimal polynomial ( ) of is a factor of 0 ( ). Assume that we have chosen , , and such that does not vanish. We have − = − and =
1). Thus we obtain the polynomial representations in ℚ[ ]/( ( )) ≅ ℚ( ):
These polynomials, together with ( ) and ( ) = 
where is the Euler totient function and ( , ) is 1 or 2 according to whether − belongs to ℚ( ) or not. Algorithm 3.1 describes how to search for families of pairing-friendly elliptic curves using primitive elements of the proposed form. In the algorithm, and are integer variables. We use the fact that a polynomial ( ) ∈ ℚ[ ] of degree can be written uniquely in the form ∑ =0
, where for all ∈ {0, 1, . . . , }, ∈ ℚ and = ( −1)⋅⋅⋅( − +1) ! for ≥ 1 and 0 = 1. Here the 's can be easily computed using the formulae = ∑ =0 (−1) − ( ) . It is well known that (ℤ) ⊆ ℤ if and only if ∈ ℤ for all . Such a polynomial is called an integer-valued polynomial. We denote by R the ring of integer-valued polynomials. If ( ) ∈ R, then gcd( ( 0 )) 0 ∈ℤ = gcd( ) 0≤ ≤ . To see this, let = gcd( ( 0 )) 0 ∈ℤ . Then ( ) ∈ R, so that ∈ ℤ. Hence | for all , so divides gcd( ) 0≤ ≤ . By a similar argument, one sees that gcd( ) 0≤ ≤ divides . In addition, we expect there to be in nitely many integers 0 such that ( 0 ) is prime if and only if gcd( ) 0≤ ≤ = 1. This is used in Algorithm 3.1 to test in an e cient way whether ( ) represents primes. 
Let ( ) =
− +1 +( + ) ( 2 + 2 ) + 1, ( ) = − +1 +( − ) ( 2 + 2 ) + − , ( ) = 1 4 ( ( ) 2 + ( ) 2 ). 2.5. Let ( ) = 1 ( ) 1 , ( ) = 2 ( ) 2 for 1 , 2 ∈ ℤ[ ], 1 , 2 ∈ ℤ.
Applications
In this section we compare our results to those in [5, 7] . As in [5] , for practical reasons we consider only ≤ 50. In all cases where we improve on previous results, we have − ∉ ℚ( ).
. The cases where is odd and − ∉ ℚ( )
Suppose is odd and is such that − ̸ ∈ ℚ( ). Since is odd and − ∉ ℚ( ), we have = . Then we obtain =
+1 ( )
. Our results are the same as in [5, . On the other hand, if 6| , then = 6 so that = +6 3 ( ) . These are the same results as in [5, 
Examples
In this section, we give some examples of families constructed by the proposed method. The rst ve examples, where = 16, 22, 28, 40 and 46, have better rho-values than those given in [5, Table 8 .2]. The computations were performed by GP/PARI calculator version 2.5.5 in a computer of 4 GHz CPU and 8 GB of memory. If we choose ℓ( ) = 76 + 1344 , then ( ∘ ℓ, ∘ ℓ, ∘ ℓ, ∘ ℓ) ∈ R 4 . Note that we take the discriminant = 7, which is di erent from the examples of [5] .
Conclusion and perspectives
We have proposed a new method of choosing primitive elements for Brezing-Weng families of pairing-friendly elliptic curves. The proposed method improves the rho-values of the families for the embedding degrees = 16, 22, 28, 40 and 46. All our improvements on previous rho-values require − ∉ ℚ( ). We have summarized the improved results in Table 1 .
